éﬂ CLOUDFLARE FL [DIGITAL SERVICE] SOLUTION BRIEF

DMS-22 23-156 Content Delivery Network
(CDN) Solution

Connect and Protect critical web infrastructure across the State of Florida

What is Cloudflare?

Cloudflare delivers a global, highly resilient network that enhances
security, performance and reliability of any Internet-connected
application or service.

What is covered under DMS-22 23-156 FL[DS] Contract?
Content Delivery Network Solution Including Critical Security
Components

Managed DNS

Certificate Management

DDoS Protection é
Web Application Firewall

Bot Management CLOUDFLARE’
PUBLIC SECTOR

Load Balancing
FedRAMP

Implementation, Training and Onboarding Included
Security and performance for government agencies
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One network - everywhere Compliance & privacy - built-in Resilient & future-proof network
Agencies benefit from a network  Cloudflare for Government has Agencies value a uniform and
built to run every edge service achieved FedRAMP Moderate composable platform for easy
on every server - globally. Authorization. setup and operations without the

cost or complexity of legacy

There are no tradeoffs between Our Data Localization Suite network hardware.

security and performance provides granular controls on

because all customer traffic is where data is inspected to ease We offer 100% uptime reliability,
processed at the data center compliance burdens and with support for Encrypted DNS,
closest to its source. protect government agencies. IPv6, TLS 1.3, and more.

Not ready for your
assessment?

Start your journey to a faster, more reliable, more secure network

Keep learning more
about Cloudflare

Request a consultation
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Cloudflare | FLIDS] CDN Contract
What makes Cloudflare different?

The Cloudflare global network runs every service in every data center, providing a
consistent experience everywhere. With Fedramp/StateRAMP Controlled US traffic
including 45+ US and 3 Florida Network Points of Presence (Miami, Tampa,
Tallahassee).

This makes your network:

e more resilient - no need to pick a region; all locations are in scope

e easier to deploy & manage — deploy services in minutes not months
e adaptable to evolving technical requirements — IPv6, DoH, PQC -

Every
Cloudflare
service...

Runs on every
Cloudflare

server... In every

Cloudflare _
data center... " . .

Across 430+ PoPs
in 100+ countries

Cloudflare for Government - FedRAMP Moderate Services - Complete Portfolio

—— Cloudflare = Cloudflare Cloudflare < Cloudflare
C—Q Application Services Zero Trust Services Network Services Edge Developer Platform
Cloudflare One (SASE)

WAF with API Protection =5)) Zero Trust Network Access WAN-as-a-Service Workers (Serverless)
Rate Limiting =1 Secure Web Gateway Firewall-as-a-Service Workers KV
Load Balancing £~} Cloud Access Security Broker’ L3 & L4 DDoS Protection Durable Objects )
Bot Management < Cloud Email Security’ Network Interconnect Stream (Live & Replay) ’
L7 DDoS Protection [55] Remote Browser Isolation Smart Routing (Argo) Tiered Cache
CDN and DNS Data Loss Prevention R2 Storage'

\ all built on one platform : <
/'Cloudflare Global Network :
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@ Global Edge: 485+ PoPs, 95% of population within 50ms, 11,000+ interconnects, 192 Tbps capacity

HH Building Blocks: SSL/TLS, mTLS, Authoritative/Recursive DNS, DNSSEC, DNS over HTTP, IPv6, Anycast Network

@ Compliance/Privacy: FedRAMP, ISO, SOC, PCI, GDPR-compliant, Logs & Analytics, Data Localization
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