'ARMIS@
Network-Based
Asset Discovery
(Agentless)
Solution

Unified asset visibility and
security to protect against
unseen operational & cyber risks

The Challenge

Enterprises are deploying new assets at unprecedented
rates to accelerate digital innovation and support remote
working needs. This creates a challenge for both IT and
security teams, who struggle to keep track of the new assets,

asset types and secure this rapidly growing attack surface.

The Armis Asset Intelligence &
Security Platform

The Armis Asset Intelligence Platform is the industry’s most
comprehensive asset intelligence platform, providing unified
asset visibility and superior security across all asset types,
including IT, 10T, OT, IoMT, cloud, and cellular-loT, whether
managed or unmanaged. Delivered as an agentless SaaS
platform, Armis seamlessly integrates with your existing IT
and security solutions to quickly deliver the contextual
intelligence needed for improving your security posture
without disrupting current operations or workflows.

Why Armis?

Comprehensive

Discover and classify all assets in your

environment.

Passive

No asset scanning or network impacts.

Solution Brief
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Key Use Cases
+ Accurate and Complete Asset Inventory

«  Promote security hygiene and manage technical
debt

«  Control and reduce the extended asset attack
surface

»  Manage asset vulnerabilities and prioritize by risk

«  Detect & mitigate assets impacted by threats

Key Features & Benefits

« A comprehensive, authoritative, real-time asset
inventory up-to-date calculation of risk scoring for
continuous risk awareness

«  Vulnerability prioritization based on risk to the
business

«  Automated workflows to improve incident response
time and reduce response times

+  Rapid use case implementation with out-of-box
dashboards to shorten time-to-value

Frictionless

Installs in minutes using existing infrastructure.

Agentless

Nothing to install and no configuration or
asset disruption.
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Grantees will receive:

@ Armis Platform Elite license level - Includes the following features for managed and unmanaged assets:
Asset Aggregation - Normalisation & Rationalisation (CAASM) - Asset Discovery and Inventory - Asset
Rationalization and Optimization - Asset Technical Debt Analysis - Asset Compliance - Asset CMDB
Enrichment - Asset Risk Reduction - Network Traffic Visualization and Diagramming - Network Traffic
Destination Security Analysis - Network Segmentation and Enforcement - Threat Detection.

e Armis Vulnerability Management (AVM) - offers risk-based vulnerability management that enables security
teams to quickly identify and remediate those vulnerabilities that are most likely to be exploited and
negatively impact the business.

@ Premium Support - 24x7x365 access to Armis Enterprise Technical Support. Onboarding & Deployment
Assistance. Access to Armis University with on demand and public remote instructor led training.

Optional Services:

@ The Armis Managed Threat Service (MTS) consists of scoped monthly threat hunting, monthly policy
tuning with recommendations, MTS dashboards and monthly insights with recommendations. If threat
hunting is an additional need for your organization, please notify [FL]DS

Architecture:

@ Software as a Service (SaaS) platform

@ On-premises sensors to passively collect network traffic and integrate with on-premises technologies

Collector Allowance:

Included in the Armis Platform FTE Fixed Pricing Option is as follows:
e Unlimited Virtual Collectors
@ Small entity (1-550 FTE): Up to 1 standard collectors included
o Medium entity (551-2500 FTE): Up to 2 standard

e Large entity (2501-5000 FTE): Up to 4 standard & 6 Micro collectors included

About Armis

Armis is the leading unified asset intelligence and security platform designed to address the new threat landscape that connected devices create. Our customers trust our
real-time and continuous protection to see with full context all managed, unmanaged, and loT devices, including medical devices (IoMT), operational technology (OT) and
industrial control systems (ICS). Armis provides passive and unparalleled cybersecurity asset management, risk management, and automated enforcement.

Armis is a privately held company and headquartered in San Francisco, California.
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