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Description of Solution

The Tenable Vulnerability Management (Tenable.io) solution will provide immediate, centralized, risk-
based visibility into an entire attack surface- from IT to cloud to OT and containers. This agentless
approach enables agencies to quickly identify, investigate and prioritize vulnerabilities for multiple types
of endpoints while reducing the impact on device performance and security.

Benefits

This cloud-delivered solution supplies intuitive dashboard visualizations, comprehensive prioritization
recommendations and seamless integration with third-party solutions to help security teams maximize
efficiency, scale for greater productivity and comply with corporate and regulatory policies such as PCl,
HIPAA, NERC and FISMA, among others.

Key benefits include:
e Continuous Vulnerability: Eliminate blind spots by continuously tracking known and unknown
assets and their vulnerabilities. Identify threats and unexpected network changes before they
turn into breaches.

e Boost Productivity: Take advantage of the SaaS-based solution to run initial assessments in less
than five minutes without the IT hardware or maintenance burden.

e Prioritize Risks: Combine vulnerability data, threat intelligence and data science for easy-to-
understand risk scores to quickly identify the highest business risk.

e Automate Processes: Leverage a fully documented APl and pre-built integrations to import
third-party data, automate scans, and share data with your IT systems.

e Maximize ROI: Eliminate double- or triple-counting of assets that have multiple IP addresses
with the industry’s first asset-based licensing model.

Product

Powered by Nessus technology and managed in the cloud, Tenable.io provides the industry’s most
comprehensive vulnerability coverage with the ability to predict which security issues to remediate first.
As a cloud-delivered solution, its intuitive dashboard visualizations, comprehensive risk-based
prioritization, and seamless integration with third-party solutions help security teams maximize
efficiency and scale for greater productivity.

Implementation

Included in the implementation is program management, installation assistance, and operational
support and guidance provided by WWT, Tenable and Foresite. Tenable training sessions can bring
teams up to speed quickly.

Managed Services

Enrollment into the managed services will occur after Tenable.io is deployed to all end points. Foresite’s
ProVision Platform delivers real-time analysis of security events generated across any agency’s entire
infrastructure, even in disaster recovery type scenarios.
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