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Description of Solution

Florida Agencies will have a Security Operations Platform (SOP) Solution that combines multiple security
technologies and tools into a single integrated platform with enterprise-wide visibility to guard against a
wide range of security threats. This Al and machine learning enhanced platform aggregates all the
agency instances to provide comprehensive visibility and automated processes to quickly detect,
investigate and respond to security threats.

Benefits
e Improved security intelligence to identify and mitigate threats quickly
e Provides proactive mitigation strategies and solutions
e Continuous proactive monitoring of environment
e Reduced cybersecurity costs for providing security services
e The Foresite ProVision platform is cloud-based (Amazon AWS) with multiple availability zones
and multiple Security Operations Centers (SOCs)

Products

Foresite ProVision delivers real-time analysis of security events generated across a customer’s entire
infrastructure. ProVision handles log storage and management, correlation of events through advanced
analytics and machine learning and application of security intelligence feeds. Foresite’s SOC teams
provide additional event enrichment for identification, assessment, notification, and escalation.

FortiSOAR is a holistic Security Orchestration, Automation and Response workbench, designed for SOC
teams to efficiently respond to the ever-increasing influx of alerts, repetitive manual processes, and
shortage of resources. This patented and customizable security operations platform provides automated
playbooks and incident triaging, and real-time remediation for enterprises to identify, defend, and
counter attacks.

FortiSOAR optimizes SOC team productivity by seamlessly integrating with over 350+ security platforms
and 3000+ actions. This solution results in faster responses, streamlined containment, and reduced
mitigation times, from hours to seconds.

Implementation

WWT’s program managers will use a proven methodology to oversee all aspects of the deployment and
ensure project success. WWT'’s cybersecurity engineers will assist with installation and provide
operational support and ensure the solution confirms to industry best practices.

Managed Services

Enrollment into the managed services will occur after these solutions are deployed to all end points.
Foresite’s ProVision Platform delivers real-time analysis of security events generated across any agency’s
entire infrastructure, even in disaster recovery type scenarios.

Fortinet/FortiSOAR will thwart attacks by centralizing incident management and automating the myriad
of analyst activities required for effective threat investigation and response.
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