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Secureworks Taegis ManagedXDR (MDR) — One-Page Summary

Secureworks Taegis ManagedXDR is a 24x7 managed detection and response (MDR) service, which works
collaboratively with organizations to detect advanced threats and take the right action to
reduce/mitigate cyber risk. Secureworks’ threat hunting, incident response and security operations
expertise, combined with a focus on building trusted relationships, help strengthen an organization's
security posture.

Protecting organizations from advanced threats can seem overwhelming, especially for organization with
limited security resources. ManagedXDR is designed to alleviate this burden and to identify and stop
threats 24x7. Secureworks achieves this through a combination of:

e Award-winning cloud-native technology, Taegis XDR (eXtended Detection and Response) applies
advanced analytics to detect threats and retains security telemetry for at least twelve months
standard.

e Market-leading services that are informed by over 20 years of experience in security operations.

¢ Unlimited response for in-scope assets from the Secureworks SecOps and Incident Response
Team

e Superior Cyber Threat Intelligence curated from more than 3,000 incident response and
adversarial testing engagements, and novel threat and vulnerability research performed by
Secureworks Count Threat UnitTM team.

Taegis XDR uses threat intelligence, machine and deep learning, and user behavioral analytics for rapid
threat detection, while minimizing distracting and mis-leading false-positives alerts. The Secureworks
team will expose adversaries by prioritizing endpoint, network, identity, and cloud threat activity and
identify which events require action. Secureworks will fully manage this technology, but clients will have
full access. This will enable them to analyze their own data, build reports and unique alerting as needed,
and collaborate on investigations directly with Security Operations via included live chat.

Threat hunting is an essential element of a modern security program and is included as a component of
ManagedXDR. Secureworks will proactively hunt for threats that have managed to evade your
organization’s existing controls and help identify conditions that may lead to a future intrusion.

Client Benefits

e C(Clients can achieve a 413% ROI on an ManagedXDR investment via cost savings, risk reduction,
and productivity gains.

e Raise the skill level of their team through collaborative investigations and live chat with
Secureworks analysts.

e Receive unlimited response for in-scope assets and monthly threat hunting engagements.

e Gain global threat knowledge to defend against adversaries.

e Improve organizational security posture as Secureworks security experts provide quarterly
reviews of environmental defenses.
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